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Abstract

This article researches the trajectory tracking problem for unmanned marine vehicles (UMVs) with disturbances and under
denial-of-services (DoS) attacks in the wireless channel. By applying the partial form dynamic linearization algorithm, an
equivalent data-driven model of the UMVs with ocean disturbances is firstly established. And the disturbances are estimated
by using extended state observer, which improves the immunity of the UMVs to disturbances in the environment, and the
robustness of the UMVs systems is better. It is the first time that the DoS attacks are considered under the data model for
UMVs, and a novel data-driven adaptive trajectory tracking control framework is constructed. When the proposed equivalent
data model suffers from DoS attacks which follows the Bernoulli distribution, an attack predictive compensation mechanism is
devised to relieve the influence of DoS attacks. Based on it, the data-driven adaptive trajectory tracking controller is designed
such that the error of trajectory tracking is convergent under DoS attacks and external disturbances. Finally, the effectiveness

of the proposed data-driven control scheme and the predictive compensation mechanism is validated through the simulations.
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Summary

This article researches the trajectory tracking problem for unmanned marine vehicles
(UMVs) with disturbances and under denial-of-services (DoS) attacks in the wireless
channel. By applying the partial form dynamic linearization algorithm, an equivalent
data-driven model of the UM Vs with ocean disturbances is firstly established. And
the disturbances are estimated by using extended state observer, which improves the
immunity of the UMVs to disturbances in the environment, and the robustness of the
UMVs systems is better. It is the first time that the DoS attacks are considered un-

der the data model for UMVs, and a novel data-driven adaptive trajectory tracking
control framework is constructed. When the proposed equivalent data model suffers
from DoS attacks which follows the Bernoulli distribution, an attack predictive com-
pensation mechanism is devised to relieve the influence of DoS attacks. Based on it,
the data-driven adaptive trajectory tracking controller is designed such that the er-
ror of trajectory tracking is convergent under DoS attacks and external disturbances.
Finally, the effectiveness of the proposed data-driven control scheme and the predic-

tive compensation mechanism is validated through the simulations.
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1 | INTRODUCTION

Unmanned marine vehicles (UMVs) have been playing an important role in the field of ocean engineering, including environ-
mental monitoring't, ocean investigation?, exploration and development of 0il and so on. Thus, achieving operational stability
of UMVs is a crucial problem, especially in the areas of dynamic positioning®, fault-tolerant control®, mooring control® and
trajectory tracking control”, among others.

Trajectory tracking control for UMV model has been an active research area in marine engineering and control areas over the
past decades™'13. Unfortunately, the UMVs model is not accurate due to the inevitable uncertainties and disturbances caused by
harsh ocean environments®. The scholars have devoted much effort to model the UMVs and reduce the dependence of algorithms
on models. In Reference 9} the authors studied the tracking control problem with parameter uncertainties and unmeasurable state
variables. The authors in Reference [10| researched the extended state observers (ESO) by data-driven algorithm for multiple
autonomous surface ships. Further more, the authors studied the trajectory tracking control by building data-driven disturbance
observers of autonomous surface vehicles in Reference (11l In addition, the authors approximated the nonlinear term in the model
by using the radial basis function of underactuated surface vessels in Reference [12. Under the circumstances, the demand for

0Abbreviations: ANA, anti-nuclear antibodies; APC, antigen-presenting cells; IRF, interferon regulatory factor.
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UMVs nominal model seems to be solved, but it remains unsolved when the order of the system model is unavailable. Although
the authors address the tracking control problem in Reference [13|by using the proportional-integral-derivative (PID) and fuzzy
control approaches, the PID controllers are unable to handle the UMVs nonlinearity. Furthermore, it is hard to determine the
parameters of fuzzy controller due to the numerous parameters. Apparently, it is one of critical issues to solve the uncertainty
of the model for UMVs. Fortunately, the authors in Reference 14| researched the model-free adaptive control (MFAC), which
gives a new direction about it. And the adaptive neural asymptotic tracking control was studied in Reference [15/for networked
nonlinear stochastic systems. In Reference (16, the nonlinear time-varying term was estimated by ESO and MFAC algorithm.
By using the pseudo-partial derivative (PPD), many equivalent data-driven models were constructed instead of determining the
UMYVs nonlinear model. The time-varying PPD matrix can be obtained by the plant’s input/output (I/O) data. Based on compact
form dynamic linearization (CFDL) algorithm, an equivalent dynamic linearization data-driven model for UMVs was built in
Reference [17. However, the CFDL method only considers the relationships between the output signal and the input signal in
the present moment. Compared with CFDL algorithm, the partial form dynamic linearization (PFDL) algorithm considers it
at the preceding L moments'#. In UMVs system, the change in the output signal at the next moment is not only related to the
change in the input signal at the current moment, but also to the previous input signals. Thus, we attempt to build an equivalent
dynamical linearization data-driven model of UMVs based on the PFDL algorithm.

It is note that the security of transmission of data is particularly important in UMVs systems, and attacks may lead to disas-
trous damage of UMVs. The attackers can launch hostile attacks by breaching the integrity of data and destroying the wireless
connections among sensors, controllers, and actuators!®, DoS attacks are one of the common forms of attacks whose purpose
is to block or interfere with communication among system components'®. Hence, the security problem of UMVs subject to
DoS attacks began to receive attention. The authors in Reference [20/investigated the secure positioning control problem when a
USYV under aperiodic DoS attacks. The authors designed an event-triggered mechanism in Reference 21/ to mitigate the effects
of DoS attacks. The drawback is that the unmanned ocean vehicle was modeled as a linear time-variant system in Reference
20121l In fact, the dynamic model of UMVs are generally nonlinear. Therefore, the problem of DoS attacks was addressed in
Reference 22 for a nonlinear UMV system. But, the control schemes for DoS attacks in Reference [20-22]relied on the model of
unmanned ocean vehicle. However, it is hard to build the precise model of UMVs, which may decrease the control performance
of the UMVs and bring system instability. Thus, designing a security control scheme for UM Vs under DoS attacks without the
information of model is a still challenging problem. This promotes us to research a security data-driven control algorithm for
UMVs system suffer from DoS attacks.

Motivated by the above analysis, this article studies the data-driven adaptive trajectory tracking problem of UMVs with DoS
attacks and external disturbances. The major contributions of this paper are shown:

1. An equivalent data-driven model of UMVs (EDM-UMVs5) is first proposed in which disturbances are considered separately.
And the disturbances are estimated by ESO. Compared with traditional data-driven model which only considers the I/O data,
the EDM-UMVs further considers the effect of external environment disturbances in this paper. It increases the stability of
the UM Vs and has stronger robustness.

2. Differing from the control scheme proposed in Reference |17, the proposed approach in this paper considers the effect of
all input variations within a fixed sliding time window on the output variations at the next moments. A novel PFDL based
data-driven adaptive trajectory tracking control (PFDL-DDATTC) algorithm is proposed to achieve the trajectory tracking
control for UM Vs with external disturbances and DoS attacks in this paper.

3. It is the first time that the DoS attacks are considered for UMVs system under the equivalent data-driven model. A novel
data-driven adaptive trajectory tracking control framework is established, and an attack predictive compensation mechanism
is designed to compensate the effects of random DoS attacks. The UMV exhibits better tracking performance under DoS
attacks with different probabilities of attacks.

The structure of this paper is as follows. Section 2]introduces the problem formulation and relevant preliminaries. In Section
[3] the paper introduces the PFDL-DDATTC control scheme and analyzes the convergence of the tracking error system for UM Vs
under DoS attacks. In Section [d] simulations are conducted to verify the effectiveness of the PFDL-DDATTC algorithm. The
conclusion is conducted in Section[3]
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2 | PROBLEM FORMULATION AND PRELIMINARIES

Before obtaining an equivalent dynamical linearization data-driven model of UMVs, the UMVs system model is first given as
follows23:

$(0) =J(w)v(),
Mo(t) =1(v) — N(v)v — G(v)v — g(£) + w(1), (1)

where ((1) = [x(t) y() y/(t)]T, (x(t), y(t)) is the UMVs positions and w(f) denotes the yaw angle at instant #; v(t) =
[v(t) () r(t)]T expresses the surge velocity , sway velocity and yaw velocity at instant ¢ respectively; 7(v) = [rv Ty r,]T is the

. T, o T
control input vector; g({) = [gv g9 g,] is the vector of gravitational/buoyancy forces and moments; o(t) = [wv(t) wy(t) w,(t)]
represents the disturbances. And J(y(?)) expresses the rotation matrix with

cos(w (1)) —sin(w(#)) 0
J(y (@) = | sin(y (1)) cos(y () Of.
0 0 1

What’s more, M, N(v), G(v) are unknown in this paper, and it represents the matrices of inertia, coriolis/centripetal force,
and damping respectively.
Based on the first-order Euler method and equation (T)), it can be derived that:

{n+ 1) =C(n) + T, J(wm)v(n), (22)
v(n+ 1) =v(n) + F(n), (2b)

where T, expresses the sampling time, F(n) = f(v(n),{(n),z(n),w(n)) denotes the unknown dynamics of UMVs with

uncertainties and disturbances.

Assumption 1. The disturbances are bounded and exist a positive constant @ so that ||ow(n)|| < @ < oo.

Assumption 2. ** The partial derivative of function f;(-),i = 1,2, 3 with respect to the input v(n), v(n — 1), -+ ,v(n — L + 1) is
continuous at time n. L is a positive constant, it expresses the length of control input for the UM Vs system.

Assumption 3. 2% Define Al(n) = ¢(n) — C(n — 1), Av(n) = v(n) — v(n — 1), Az(n) = ©(n) — v(n — 1), AT (n) =
[ArT(n) ATT(n—1) - ATT(n— L+ 1)]T and AQ(n) = [Ao"(n) - Aw(n— L+ 1)T]T, Aw(n) = w(n) — w(n — 1), then
the UMVs system satisfies the generalized Lipschitz condition, i.e., ||[Av(n + 1)|| < L]| [AT(n) AQ(n)] || for Vn, and
[I [AT(n) AQ(n)] [| # 0, || - || denotes Euclidean vector norm.

Assumption 4. For the desired trajectory ¢,.(n) = [x,(n) y,(n) y/,(n)]T, define Ag.(n) = £.(n)—¢.(n—1),ithas [[A.(n)|| < N,
where N is a positive constant.

Remark 1. In practical terms, Assumptions [T}4] of system (2)) are reasonable. Assumption [I]restricts the range of disturbances.
Assumption [2| describes the classical condition for general nonlinear systems. The variation rate of {(n) was restricted in
Assumption [3] which is changed by external disturbances and control input. In terms of energy, the system output is generally
bounded due to bounded control input, the same assumption can be seen in Reference 25| Assumptiondmeans that the desired
trajectory stays in the limited range of the current position of the UMVs.

2.1 | Control Objective

Denote e(n) = ¢.(n + 1) — {(n) as the error of trajectory tracking of the UMVs system. The control objective for trajectory
tracking of the article is to design a data-driven adaptive trajectory tracking control scheme to track the desired trajectory ¢,(n)
when UMVs suffer from DoS attacks and external disturbances, which can be represented as:

lle(mll = I¢(n+ 1) = E(m)]l < M 3

where M is a small positive constant.
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3 | MAIN RESULTS

3.1 | PFDL-based equivalent data-driven model with disturbances
In this subsection, the equivalent data-driven model with independent disturbances of UMV by PFDL algorithm is first given.

Theorem 1. For the UMVs system , satisfying Assumptions and 3| with ||AT (n)|| # 0, there exist PPD matrices ®(n)
and W(n), such that the subsystem can be converted into an equivalent data-driven model as:

Av(n + 1) = Av(n) + DM)AT (n) + P(n)AQ(n), @)

where
D(n) = [®,(n) @y(n) - @ ()], P(n) = [¥,(n) Py(n) - ¥, ()],

¢11p(”) ¢12p(”1) ¢13p(n) (.0111,(”) (.0121,(”) (P13p(’l)
(Dp(”) = ¢21p(n) ¢22p(n) ¢23p(n) ’lpp(n) = @21,,(”) (Pzzp(n) (P23p(n) >
¢31p(n) ¢32p(’1) ¢33p(n) (931,;(’1) (P3zp(n) (033,;(’1)

andp = 1’ Tty L’ ”(I)p(n)” < 01, ”l}lp(n)” < 0.

Proof. From equation (2b), we obtain
Av(n+ 1) =Av(n) + F(n) — F(n — 1)
=Av(n) + f(v(n), {(n), w(n), 7(n)) — f(v(n), {(n), wn), 7(n — 1)) + f(v(n), {(n), w(n), 7(n — 1))
— f(w(n), (), w(n — 1), 7(n — 1)) + E;(v(n), {(n), w(n — 1), z(n — 1)) )

where

B (w(n),{(n), w(n = 1), 7(n = 1)) = f(v(n),{(n), w(n — 1), z(n = 1)) = f(o(n = 1),{(n = 1), 0(n = 1),7(n - 1)).

As a matter of fact, the partial derivative of f(-) is related to external disturbance w(n), may have two cases: in one case,
w(n) is continuous smooth function; the other case is that w(n) not be differentiable, such as the w(n) denotes the time-varying
parameters. Therefore, in the following proofs, we will analyze the disturbances in two different situations.

In the first situation, the partial derivative of f(-) related to external disturbance w(n) is differentiable, e.g., w(n) is continuous
smooth function. On the basis of mean value theorem”® and Assumption 2} one has

af* af*
Av(n+ 1) = Av(n) + ) AT (n) + f Aw(n) + 8, (v(n), {(n), wo(n — 1), 7(n = 1)), (6)
or,(n) dw,(n)
where
dfl* z)f]* 6f1* z)f]* 6f1* afl*
. o, () 9ty(n) ds(n) . 0w, (n) 0wy(n) Ows(n)
or |0 EY B et | e
T ory ) o) dra(m) |7 | do () dwy(m) dws(n) |
7, (n) | Oy O O | O, (m) | Oy Ogain datn
07,1 (n) 0ty(n) dr;3(n) 0w, (n) 0w,(n) Odw;z(n)

T ,
7,(n) = [1,(n) 7(n) T5(0)] . 7,;(0) =11, + (1 —)7;(n— 1), j = 1,2,3,
T
w,(n) = [w,,(n) wy(n) wz(m)] 1€ [0,1],0,(n) =1w,(n) + (1 - Dw;(n—1),j =1,2,3,
and 7,(n) = [z,,(n), ’[12(”)’113(”)]T,TU'(”)* = 17;(n) + (1 = 07;(n = D), o,(n) = [@, (1), 0,5(n), oM, o,;n) = 1w;(n) + 1 -
Nw;(n—1),j =1,2,3. What’s more, %(n) and %(n) express the value of gradient vector of f(-) with respect to v(n), w(n) at the
7,(n) and w,(n), respectively. ' I
From equation @, it can be derived that

—
=)

af* 0E’l‘

_ af* =
Av(n+ 1) =Av(n) + 3 AT (n) + 2o, Aw(n) + —arl(n — 1)AT(n) + —dw,(n — 1)Aco(n)
+ EZ(U(n)v é’(n)» a)(n - 2)’ T(n - 2))9 (7)

where

Ey(v(m), E(n), w(n — 2),7(n = 2)) = E (v(n), {(n), w(n — 1), 7(n — 1)),
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231 231 23 o} 23 23
oE* 0T,I(n*—l) 07,2(n*—1) 07‘3(n*—1) JE* 0w,1(ri—l) 6w,2(ri—l) Bw,3(ri—l)
1 9&; 9&; 9&3 1 _ 9&; 9&3 o9&,

drl(n— 1) ar,g%—l) 01,%(%—1) 01‘3;%—1) 0(0,(n— 1) 6w,é(§r§<—l) 660%(%—1) aw%%l*_l)
07,1 (n—1) 0d7,(n—=1) drz(n—-1) 0w, (n=1) Odw,(n—1) Jdwsz(n—1)

Based on mathematical induction, from equation (I’Z[), it has

o= 9=
Av(n+ 1) =Auv(n) + [d‘r(n) on(n-1) oG- L+])] AT (m)
af* 05}
+ [0@(") oD T L+1)] AQn) + E;(v(n), {(n), o(n — L), r(n — L)). (8)
Combined with (3)), (6) and (7)), we get:
o= oz o o=
Av(n + 1) =Av(n) + [01(n) or(n-1)  or(n— L+1)] AT (n) + [aw(n) dw,ni-1)  dw,(n— L+1)] AQ(n) + T'(n), ©)

where
I'(n) =E; (v(n),{(n),w(n — L), 7(n — L)).

In the other situation, the partial derivative of f(-) is non-differentiable, e.g., w(n) changed suddenly at the sampling instant.
From (5)), in the sampling instant, there exists at least one function A(-) € R> which satisfies Assumptions and such that

h(v(n), {(n), (n), (n)) = f(v(n),{(n), w(n —1),z(n - 1)).

Therefore, we can get the equation (9) similarly.
Considering the following equation with variable matrix H(n) € R¥3L, A(n) € RY3L:

I['(n) = H(n)AT (n) + A(n)AQ(n). (10)

Due to ||AT (n)|| # O, there exist H (n) and A*(n) satlsfyln[g the - In practice, the eq]uatlon have many solutions for each n.

o 0= ) ‘
Let ®(n) = [a, s ek L+l)]+H (), %on) = | 2 = s e i A%(n), then the equation (4) holds.

From equation lh we can know that [CI)(n) lP(n)] [AT (n) AQ(n)] = Av(n + 1). Then, based on the Assumption it can be
derived that || [dJ(n) ‘P(n)] | < £ and ||®(n)|| < o0, ||P(n)|| < o, also can be derived.
The proof is now complete. O

Remark 2. Different from Reference |17, an equivalent data-driven model of UMVs (EDM-UMVs) with disturbances is es-
tablished. In this paper, the disturbances and input signals have different PPD matrixes ®(n) and ¥(n). And the traditional
data-driven adaptive control methods only consider the I/O data, the EDM-UMV's (EII) considers the effect of disturbances in this
paper. It increases the immunity of the UM Vs and has stronger robustness. If the disturbances are not considered separately, the
EDM-UMVs (@) will degrade into the equation (4) in Reference (17|

Remark 3. Obviously, the EDM-UMVs based on PFDL will degenerate into data-driven model on CFDL when L = 1. We
establish the EDM-UMVs by PFDL algorithm instead of CFDL algorithm. In practice, the change in the output signal of the
UMYVs system at the next moment is dependent not only on the change in the input signal at the current moment but also on
the previous input signals. The controller can not process the state information fully in the first few moments of the UMVs,
which leads to the accumulation of residual data. Thus, the PFDL algorithm is more suitable to research the trajectory tracking
of UMVs and makes it possible to study various control problems of UMVs more precisely. The UMVs have better tracking
performance with the increase of L in a certain range, but the calculation time will increase. Based on the definition of PFDL
algorithm, it can be seen that the dimension of PPD matrixes cannot be determined and the equivalent data-driven model cannot
be obtained if L is not fixed. Then the parameter L is usually fixed<22%,

Before designing the adaptive trajectory tracking controller, the variant of the EDM-UMVs is presented as follows.

Corollary 1. For the UMVs system (2)), satisfying Assumptions|I] 2]and[B|with || AT (n)|| # 0, the equivalent data-driven model
@) of UM Vs can be rewritten as:

o(n+ 1) = O (WAT (n) + A (n), (11)
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with the following updating laws:

&) s & e NV BATT(n—1)

O'(n)=®'(n—1)+[v(n)—®'(n—1DAT(n-1)—A'(n 1)]a AT (= 1)”2, (12a)
d;m(n) Z‘f)n‘l(l)’ if |(I§ii1(n)| <e,

N () =N (n = 1) + y(v(n) - d(n)), (12b)

where @' (n) and A’(n) express the estimation value of ®’(n) and A’(n), respectively.
Proof: Define the W (n) = Y (n)AQ(n), and W (n) = [wl(n) w,(n) w3(n)]T, then equation H can be redescribed as follows:
v(n + 1) = ®' (AT (n) + A(n), (13)

where ®'(n) = [@(n), -+, @ ()], and @;(n),p = 1,2,---,L is a diagonally dominant matrix, e.g., CI);(n) =
diag(y,(n). ooy (). sy (). M) = [4,(n) Ax(n) Aa(m)]" and
3L L
A(m) =20,(n) = v;(n = 1)+ ). Y, (MAT(0) = Y ¢, (MAT,(n) + (), j = 1,2,3.
i=1 p=1 p=1
In order to estimate matrix ®'(n), considering the function is as follows:
J(@ (m) =||o(n + 1) = &' AT (n) = Am)|* + al|®'(n) — &' (n — D%,

where «a is a positive weight coefficient.

Solving m = 0, further derived as
o' (n)
- . ~ ﬂATT(n -1
D(n)=>'mn-1)+ —dn-DATm-1)=An-1 ,
(n) (n—1)+ [v(n) (n—=DAT(n—1)— An )]a+ AT (= DIP
b () =gy (1), i f |y ()] < e. (14)
where f € (9, 2),a > 0.
Suppose @'(n) = ®'(n) — @' (n), then equation li can be rewritten as
o(n+ 1) = &' (WAT (n) + A (n), (15)

where A’(n) = A(n) — @ (n)AT (n).
According to the ESO strategy in Reference 24, the unknown term A’(n) can be derived by
o(n + 1) =0 (M)AT (n) + A (n),
Ay =A'(n = 1) + y(v(n) - o(n), (16)

where y = diag(y,,7,,73)s v; € 0,1),j =1,2,3. The i(n) and N (n) express the estimation value of v(n) and A’ (n), respectively.
And, the equation (T4) can be rewritten as:

2 2 2 o ATT(n -1
M) =d'n—-D+[v(n)—D(mn—-DATn—-1)-Nm-1 b .
(n) ( ) + [v(n) ( AT ( ) ( )]0[+”M,(n_1)”2
Therefore, the equivalent data-driven model @ of UMVs with disturbances is hold. B
Then, combining with equation (2al), yields
Cn+1)=¢(n) + TSJ(y/(n))((i)’(n —DAT(n—=1)+A@n-1). 17)

To derive the adaptive trajectory tracking control law, the following control criterion function was considered:
J@m) =g, +1) = ¢+ DIP + kllz(n) = o(n = DI,

where ¥ > 0 denotes the weighting constant.
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Solving 0{)(7((';)) = 0, the adaptive tracking control law can be derived in the following?>
& T, (w(m)®"(n) .
t(n) =t(n— 1)+ =G+ 1) =) - TJ(wm)A'(n - 1))
K+ T J (w(m)@| (n)]]
S OTI@e) L, 68 At -p+ 1) )
K + |1 T,J (w(m)® (n)]2 ’
where ¢, € (0,1),p =1, -+, L is a step-size constant.

3.2 | DoS attacks model and predictive compensation scheme

Generally speaking, the system performance might be decreased once the DoS attacks occur, this is because the useful informa-
tion will be blocked to the control center. If the aggressors launch DoS attacks on the system and cause the parcel dropouts, the
control input cannot be created timely, which make control system be unstable and control objective fail. In this article, the con-
troller cannot receive the data packets once DoS attacks occur. Suppose y(n) = [v(n); {(n)], the data packets will be represented
in the following form:

Varr(n) = u(n)y(n), (19)

where u(n) complies with Bernoulli distribution. DoS attacks are successful when u(n) = 0, and DoS attacks fail when u(n) = 1.
The successful probability of the DoS attacks can be represented as P{u(n) = 0} = 1 — ji, the failed one P{u(n) =1} = ji.

Remark 4. Similar to?",3! and“2, the constraint of frequency and duration for random DoS attacks is dealt with by the theory

of probability. The DoS attacks usually occur in a stochastic manner, which follow Bernoulli distribution in this paper. It means
that the attacks are discontinuous. Instead of frequency, the probability is used to represent the occurrence possibility of random
DoS attacks. Based on the probability of attacks, the duration for random DoS attacks is limited. In fact, the attackers can only
launch intermittent attacks constrained by finite energy on the wireless channel. Thus, it is reasonable to describe the possibility
of DoS attacks by using the Bernoulli distribution.

3.2.1 | Predictive compensation scheme
The following assumptions are given to make the predictive compensation algorithm for DoS attacks more practical.
Assumption 5. % The delay of data packet in the wireless channel between controller and sensor can be neglected.

The attack signals is limited due to the restricted energy, and the number of subsequent attacks has an upper bound g.

Aw(n-L) @‘_‘

Ao(n-1)

E At(n-L m
- -
L UMVs [—

(n) y(n+1)=[v(n+1);{ (n+1)]

PFDL-DDATTC |
- ’_L
®(n-1) -

Ce(ntl) +

C¥*(m)

L2 1
o@-L) il ¥(m

O

Ays(n[n')

The module of predictive P tion

Figure 1 The control structure of the UMVs system against DoS attacks.
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From Figure [T} we can see that the module of predictive compensation is embedded to repair the damage caused by the
attacks, which composed of a predlctor storage and compensator. The data packet y(n) and dD’ (n) will update to y(n") and dD’ (n")
when the data packet y(n) and @' (n) are sent to the controller side successfully at time »n. Then the predictor will predict a group
output data y(n|n’) forn = n’ + 1,1 = 1,2, -+, g, and store these value of Av (n|n’) to storage area. At the same time, the attack
signals p(n) can be detected. When p(n) = 0, it means the attackers attack the system successfully, the correspondingly value
of y(n|n") in storage will be send to the controller. When p(n) = 1, the attacks failed, and the predictive compensation does not
work. Then, the signals received by PFDL-DDATTC is represented as

v |y = [0 ) T )] (20
So the predictive compensation algorithm is as follows:
Ar(n'|n') = SO + 1) = ¢ |n') = T, (w(" NN (" = 1)) = go(n”), 21
where
QT ()T (') ST T () Ty 6, & (AT = p+ 1)

S = "=

s

L go(n') = -
K+ ||TSJ(IV(’1’))¢"1 |? ® K+ | T,J (w(n")®' (n)]|?
{W'|n') = ¢('), and &,.(n’ + 1) is the desired trajectory, which stores in the controller and predictor and can be obtained in
advance.
Based on the equation (T1), (I2), (I7), (1), a group of predictive increments for 1 = 1,2, -+, g are computed updated as
follows:

y@' +1n) = [UT(n’ +n’) T+ lln’)]T ,

v + 1|1 =0’ (' — DAT (' +1— 1|’y + A (0’ = 1)), (22)
v’ +1|n") =o' +1—-1n") + Av(n’ +1 - 1|n), (23)
C +alny =¢n + 1= 1) + T, J (w(n' + 1|0 o' +1|n), (24)
Ar(n' +1|n") =G, (n' + 1) = L' + 1|0’y = T T (W' DA (0 — 1)) — go(n). (25)

According to equation (23)),
Av,(n' +1|n") = Av,(n' + 1= 1|n) + Av(n’ +1|n), (26)
where Av (n' + 1|n') = Av(n’ + 1|n').
From the above the analysis, the corresponding increment sequence as the following:
AVS = [A0T (1) - AUT(H +gln)] " 7
When ¢ successive attacks occur after the instant n’, the compensator will invoke corresponding Av (' + t|n’) from AV for
1=1,2,--,4, to obtain the compensation value
v(nn’) = Avy(n|n") + v(n’ = 1). (28)
Furthermore, we can obtain that
T
yn') = [o"(n") T
o(n') =Av,(n") + v(n' = 1) = Av(n') + v(n’ - 1),
¢y =¢(n" = 1) + T, J (w(m)v(n'). (29)
And there exists a constant ¢, , s.t. ||[o(n)|| < ¢;.
Inspired by Reference |34, we design the attacks compensation mechanism is y*(n) = [U*T(n) ¢ *T(n)]T, and
U* (1) =04y (1) + Vg (1) = p(m)v(n) + (1 = p(n))v(n'), (30)
$*(n) =¢(n = 1) + T, J (w(m)v*(n) = p(n)¢ (n) + (1 = u(m)¢ ().
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Then, based on the predictive compensation mechanism, the resilient controller can be designed in the following:
BATT(n—1)

a+ ||AT (n=1)||2°

Bt (1) =iy (). if |Gin ()] < e, (31a)
o T, () (n)

K+ 1T (w (m) @ ()]
ST (T, I (w(m) X, 6, P (MAT(n = p+1)

K + 1T, (w(m)@ (n)]|2 '

O (n) =0’ (n — 1) + [v*(n) = ®'(n = DAT (n = 1) = N'(n = 1]

(n) =t(n— 1)+ G n+1) = ¢*(n) = T,J (w(m)A'(n = 1))

(31b)

Remark 5. Based on the equation (30), it is clear that the compensation mechanism contains two parts, e.g. y(n) and y(n|n’).
When the p(n) = 0, namely, the DoS attacks are successful, the controller will use the predictive data y(n|n’) forn = n'+1, --- , G
in storage area to reduce the influences of DoS attacks. In the simulations, it is obvious that the compensation scheme improve
the trajectory tracking performance largely of systems.

3.3 | Stability analysis

In the subsection, the boundedness of UMVs tracking error systems against DoS attacks is studied. In order to facilitate the
subsequent proof, we give the Lemmas in the following.

Lemma 1. ' Suppose A = [a;;] € C*3, the Gerschgorin disk criterion is expressed as G, = {r|r — a;;| < Z;w:l la;;1}.r €
C,i € [1, 3], the Gerschgorin domain G, is defined as G, = U?:] G;, and all eigenvalues of matrix A existin G,.

Lemma 2. # Considering the predictive compensation algorithm equation , Av(n|n) is bounded for n > n'.

Before proving the convergence of UMVs tracking error, the analysis of the boundedness of the estimated value of ®'(n), A’ (k)
is given in Corollary [2|

Corollary 2. For system (2), the data-driven model can be written as the equation with the updating laws (I2). Considering
the DoS attacks signals ll and the resilient controller , the value of @'(n) and A’(n) are bounded.

Proof. In the initial condition, the conclusion is true.
First, we will prove @' (n) is bounded.
In one situation, the Ll (n) is bounded when I$ii(n)| <e.
In other situation, |d3,-,-(n)| > ¢, from equation , we will have

s L BAT(=DAT T (n=1) =7 PAT(=1) -,
' (n) =[1 + (u(n) — 1) P T TR 107 (n 1)+a+”AT(n_1)”2q>(n 1 (32)
BAT (n — 1) e BAT (n — 1) _ T A
a AT (= 1)Hz(ﬂ(n)(/\ m=-1D-A"(n-1))+ a T AT (= 1)”2(1 um)v' (n') — AD'(n).

Taking norm and the exception for (32), one has:
BAT (n— DAT T (n—1

e NS = D)

E{I®' W)} <E{|IT + (i — 1)

AT (n—1) o _ BAT (n—1) X
Bl B 0= DIl + A ZE e ) EIA = D)
AT (n—-1 _
L= pE(—LATUZD _p el + EQIAS (). (33)

a+ ||AT (n = 1)||?

where A”"(n— 1) = A'”"(n — 1) — A’ (n — 1), and constant d satisfies ||A’(n — 1)|| < d.
What’s more,

BAT (n— DATT(n—1) E

M+ (= D=2 + AT (n = D)2

<. (34

where / € (0, 1) is a constant.
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Note
PATT(n—1)
a+ ||AT (n = 1)||?

AT (-1
= ai”nM(}Zn— i|>|||2 B LH[:AT( o s o 43
AT (=D " 2\/a

Furthermore, from Theorem we can know ||®'(n)|| < o,, then
|AD' (n)]| < 20,. (36)
Then, substituting (34)), (35), (36) into (33) yields
E(I®' (]} SIE{I®(n = DI} + ey, (37)
where ¢, = Zﬂi‘a +ﬁ% +(1 - ﬁ)zﬂ% +20;.
And from (37), we have

E{||d:)’(n)||} SIE{“&),(I’I =D} +¢ < l"_lE{“(f)’(l)“} + %

This means @’ (n) and @’ (n) are bounded.

Second, we will prove the estimation value of A’(n) is bounded.
Suppose A’'(n) = A'(n) — A'(n) and || A’ (n)|| < ¢ combined with || and , we have

5(n+1) = (I — y)o(n) + N (n) — AN (n), (38)

where AA'(n) = A'(n) — A'(n — 1), ¢; > Ois a constant, I € R3 is unit matrix.
Considering (13), ®'(n) and A’(n) are bounded. And

max ||[AAN (n)|| < ¢y, (39)

where ¢, > 0 is a constant.
Taking norm and the exception for both sides of (38)), then yields that:

Efllo(n+ DI} =T = E{[6MI} + ¢35 + ¢4 (40)
Integrating equation @0) with (39), we can get
E{|5(+ DI} < 1A = )" NENASDI + AT =9+ + I =71+ 11D + ¢y).

Thus, (n + 1) is bounded, it means A (n) is bounded.
The proof is now complete. O

Theorem 2. For the UMVs system (1), the equivalent data-driven model of UMVs () satisfies Assumptions and[d] the
resilient controller is given by the PEFDL-DDATTC scheme for trajectory tracking ¢,.(n), then there exists constant M is as
follows:

M =(P1 +P2)nE{F(1)} + (P2P1N7)n + -N.7, 41

where p, + p, < 1, (1) and N, are small constants, such that the error of trajectory tracking is convergent under DoS attacks
and external disturbances.

Proof. Based on the equation (23), it yields that

AT (n') =B,(n)AT (0 — 1) + ¢,C,(n")E,(n") — ¢, C,(WYF(n), (42)
where TJ ()] (&) (')
_ A ’ ¢, I n n n
B](n')=[ plr) bL(n)g],bp(n')= e PP T e L

K + 1T (w ()@ ()|

TJ (w()®] () o]
0 0 / _ AP INYA (4!
C\n') = &) = [Cr(” R '")] F) = [TSJ WA )].

K+ IT,J (w ()P ()2

From equation (28)) and (29), we have
Em)y=¢m' =D+ AL + g —1n) +L(nln") = S + q — 1|n") = {(n]n") + R(n). (43)
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For n = n’ + q, it follows

AL (nln') =(1 = (1 = T,d ( ()@ (n')g, C, (W )TN, (')
n—1

— £ ') + T, (w (' )N® () B, (n') Z AT (' — 1)+ q(T,J (w(n' )HA' (') (44)
=1

— T, J ()P (n')g, C, (! YF (n')).
Then, we have

R(m) =¢(n' = 1) = £’ +q = 1|n) = (1 = TI () (1), C, ()&, (1)
q-—1

= L@ 1) + T, (' D@ () By () 2 AT (' = 1) + q(T,J (w (')A’ (')

=1

— T, I (w(n' ) (n' )¢, C, (W )F(n)), (45)

where {(n' —1), (0’ +q—1|n") and {(#’|n’) are bounded. As we all know, &)’(n’) is bounded , TSJ(y/(n’))(i)’(n’)gl C,(n") € (0,1),
A’(n') is bounded. Hence, there exists an upper bounded ¥ such that ||R(n)|| < N for all #.
Substituting (@3) into (30) yields

¢r(m) = ¢(n) = (1 — p(n)R(n). (46)
Due to e(n) = {,(n + 1) — {(n), we have
G (n+1) = (n) =e(n) + (1 — u(n))R(n). (47)
The equation (3Tb) can be rewritten as
AT (n) = Bi(mAT (n— 1) + ¢,C;(mEn) — ¢,C;(mF,(n) — ¢,C,(nH,(n), (48)
where

T NG _
£(n) = [e 0(n>] Py = [T.J(w(g))/\ (n)] ) = [(1 ﬂ((l;))N(n)] .

Then we can derived that
E(n+1) =By(mE(n) — B3(MAT (n — 1) + ¢, C(mF,(n) + 6, Co(n)H,(n) — F(n) + Y,(n), 49)

where

6 T2J 2 (w(m)® (m P (1)
I -—= L—L_ () b () —b
] = [0 R
0

By(n) = l K HIT, T (w ()@, ()12 | 0

[T3J2<w(n)>é>; m®] (n) 0]

0 0
_ RIOE [
ik + 1T, (w () ()|

o TP w)® ()@ n)
bp(n): Y 7p:27"'9L7C2(n):
K + 1T (W ()@ (]|

Taking norm and the exception, the equation (#9) is represented as:
E{E@+ DI} <E{IBymEm} + E{1By(AT (n = DI} + ¢ E{IIC(mF> (]|}
+ E{IFMII} + ¢ (1 = HRE{ICmI} + ECIY, ]I} (50)
From Reference 25| using Lemma(l] we can know that the following inequations hold :
T2J(y (m) D ()@ (n)
K + I TJ (w ()@ ()12

where s(B) is thg spectral radius of matrix /3.
Due to ®'(n),®'(n),A’(n) and A’(n) are bounded, there exist constant N>, N3, Ny, Ns such that

IC; (M < No, ICMI < N3, IRl < Ny, IIFM)| < N5, Ny + NoN5 < L

AL, (n)
o |

0< N, < < 1,s(Bym) < 1,s(B,(n) < 1 =g N, < 1,
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The characteristic equation of B, (n) is
L HT 5/
¢, @7 (M@ (n)
Pdet(r*'1 + E plop2l 1~ n = =
S kD)

ST (n)d’ . . . . .
And det(rX='T + Zﬁzz pL-r %’,)(n)ﬂll(:)) is a 3(L — 1)-order monic polynomial, which can be rewritten as r3(Z~D

x(r), where y(r) is a 2(L — 1)-order polynomial.

max, ... Sp
k[P (]2

Due to & (n),®' (n) are bounded, and s(By(n) < 1,

+

Ll
c+ 1Dl

where N is a positive constant.
Selecting max ¢, such that
p=2,---,L

3(L-1) <
7| < max ¢, N < 1. (&)
Based on equation (51)), it has
s(By(m) < { max ¢ Ny} < 1. (52)
p=2,,L
Based on 3, yields
1Bl < s(B(n)) + &. (53)
Combining with equation (52)) and (53), it yields
I1B;(ml < s(B3(n) + € < p, < L[| By(n)|| < s(By(m)+e<p <1, (54

where p; = { 12113angpJ\/6}3<L_-1> +epy=1—¢g N +e.
P=4,3,00,
On the basis of equation {#8), and define || AT (0)|| = 0, one has

‘ (1 = PG No(Ny + (1 = pR)
EIATI) < e Ny 3 B + ————— : (55)
7=1 1
Similarly, based on the equation (50) and Assumption 4] we have:
n—1
E{lI€@+ DI} <piEUIEDI + N5 Y 5o p EQIAT O} (56)
J=1
N (N + N5+ ¢ (1 — DRN NG + ¢ Mo NN = pih
1-p, .
From (55) to (56), it easily leads to
E{[[E(m+ DI} SE{T(n+ 1)} + Ny(n+ 1), (57)
where
n—1 J

E{T(n+ D)} =p, E{IEDI} +6ip o3 Y 6y 7 ) o ELIE@ID,

2
=1 £=1

(1= PG NN + (1 = R)) ¢y NyN3 (1 = pl)

No(n+1) =
1-p, 1-p,
. (N + N5 +61(1 = RN + g Ny NN (L = ph)
1-p, .
Suppose p; = ¢, N, N5, computing ['(n + 2) yields
E{l'(n+2)} <p, E{I'(n+ 1)} + E{r(n)}, (58)

where y(n) = p3p IIEMD|+p3 01 IIE@N++++p3p}IE(—1)||+p3p; (T(n)+N7(n)), and exists a constant N7, s.t., N5 (n) < N7
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Due to
pz =1 _glNl + &> gl(.N.l +N2N3)—g1N1 + € =g1N2N3+6 >p3
The y(n) can be derived as

y(n) <psPHIIEMN + pspi IIEQN + -+ + pspiIEM — DI + popy N7 + popy T()

<3P IEDIN + p3p{ " NER + -+ + p3p7IIE( = DIl + popy N
n—2

+ 2P P IEWDI + py gy NoN; Y pi > 2 PE@)) (59)
J=1 =1
n—1

<P PAIIEDI + prg NoN; Zp" - Zﬂffue(f)u) + P N5
=1
=p1F(n + 1) + p2p1N7.
Then from and (59), we get
E{T(n+2)} < p, E{T(n+ D} + p, E{T(n+ 1)} + p,p; N>. (60)
Let S, € ©,1),p=1,2,---, L such that

1 .
{p=121!13z!1§’L SN D <N <L0O<1—-g N, + {ng}}a}“)gl ¢, N} < L.

From equation (54), it gets that

1
pr+py=l—gN +e+{ max ¢ N} +e<1, (61)
p=23,,L
Substituting (61) into (60) gives
E{T(n+ 1)} < (p; + p) E{T(0)} < (p; + p)"E{T(1)} + (pop; N7)" (62)
Moreover, the boundedness of the trajectory tracking error can be derived that
E{llEm+ DI} <M (63)

where M = (p; + p,))"E{T'(1)} + (p,p; N5)" + N is a small constant, which is affected by the DoS attacks and external
disturbances.
The proof is now complete. O

4 | SIMULATION RESULTS

The purpose of the section is to prove the validity and superiority of the proposed PFDL-DDATTC algorithm.
In the simulation, the desired tracking trajectory as the following:

x,(n) =n;
y,(n) =5+ 5in(0.05x,.(n));
y,(n) =arctan(x,(n), y.(n)).

And the sampling time is 0.01s, the probability of random DoS attacks occurrence is P. The initial conditions are {(1) =
[04 6]T ;o(1) =[05 05 0. S]T The disturbances are d, = 0.015(sin(2zn)); dy = 0.05(sin(2zn)); d, = 0.01(sin(2zn)). In the
PFDL-DDATTC algorithm, the parameters are as follows: L 4,k =0.4,¢ =[0.9;0.9;0.9;0.9], f = 0.01, a = 0.7. And the
initial value 0fd>’(n) is d>’(1) = [d)’(l) d>’(1) (D’(l) d)’(l)] @’(1) = diag(0.5,0.5,0.5), d>’(1) =diag(0.2,0.2,0.2), @’(1) =
diag(0.05,0.05,0.05), <I>’(1) = diag(0.005,0.005, 0.005).

When the UMV system is only affected by the disturbances and not subjected to DoS attacks, the tracked trajectory and
desired trajectory are depicted in Figure 2] It is clear that the UMV can track the desired trajectory with estimation algorithm in
subgraph (a), and the actual trajectory fits the desired trajectory quiet well. However, the UMV can not track desired trajectory
without it in subgraph (b), there is always a gap between desired trajectory and actual trajectory. It is clear that the disturbances
estimation algorithm make tracking performances better when the UMV system is affected by the external disturbances.
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(a) Trajectory-tracking of UMV under disturbances with es-

timation algorithm.

yaw angle (v))
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(b) Trajectory-tracking of UMV under disturbances without
estimation algorithm.

Figure 2 Comparisons of UMV under disturbances.

When P = 0.05, Figure[3|depicts the time response curves for UMV system under DoS attacks without predictive compensa-
tion scheme. From Figure[3] the subgraph (a) depicts the tracking performance for trajectory and yaw angle of UMV; subgraph
(b) is random variable u(n), which represents DoS attacks signals; subgraph (c) denotes the control input signals; subgraph (d)
gives the tracking error under the situation. Because of the probability of DoS attacks occurrence is small, the UMV can track

the desired trajectory when DoS attacks not occur.
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(a) Trajectory-tracking
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(n)

o
o

0.5

[N

50 100 150 200 250 300 350 400
n

(b) DoS attacks signals

(d) Tracking error

Figure 3 The time response curves of UMV under DoS attacks without predictive compensation with P=0.05.

From Figure[] it is clear that the tracking performance become worse for UMV with the increase of DoS attacks probability
when P = 0.3. Without the predictive compensation scheme, the UMV can not track the desired trajectory, and there have
larger tracking error. Based on the predictive compensation approach in this article, Figure 5] shows that the UMV can track the
desired trajectory when the system under DoS attacks probability is P = 0.3. And the UMV can still track the desired trajectory
accurately when P = 0.7, see Figure[6] The tracking error tends to zero, which shows that the proposed predictive compensation

scheme can eliminate the effect of DoS attacks.
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Figure 4 The time response curves of UMV under DoS attacks without predictive compensation with P=0.3.
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Figure 5 The time response curves of UMV under DoS attacks with predictive compensation with P=0.3.

In order to indicate the superiority of PFDL-DDATTC algorithm, we make a comparison with the result using the PFDL-
DDATTC and CFDL-DDATTC in Reference [I7 when P=0.3. The UMV can track the desired trajectory faster under CFDL-
DDATTC scheme, but the tracking performance is worse. Compared with CFDL-DDATTC algorithm, the PFDL-DDATTC
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Figure 6 The time response curves of UMYV system under DoS attacks with predictive compensation with P=0.7.

algorithm ensures the better tracking performance of UMV. It further verifies the effectiveness of the proposed PFDL-DDATTC
algorithm.

12
desired trajectory

10 - trajectory tracking under PFDL-DDATTC
trajectory tracking under CFDL-DDATTC

) . 50 ‘ 100, 150 ‘
0 50 100 150 200 250 300
x(m)

Figure 7 The comparison of trajectory-tracking for UMV under PFDL-DDATTC and CFDL-DDATTC with P=0.3.

S | CONCLUSION

This paper has studied the problem of data-driven trajectory tracking for UM Vs under disturbances and DoS attacks. An equiv-
alent data-driven model has been first proposed which disturbances were considered separately by using PFDL algorithm. And
ESO has been used to estimate the disturbances, it increases the immunity of the UMVs to disturbances in the environment
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and improves the robustness of the controlled system. An effective predicted compensation mechanism has been proposed to
eliminate the effectiveness of DoS attacks on control performance. On the basis of EDM-UMVs, a data-driven adaptive tra-
jectory tracking controller with PFDL algorithm has been designed to guaranteed tracking performance for UM Vs under DoS
attacks. The boundary has been determined for the UM Vs trajectory tracking error. Finally, the efficacy of the proposed resilient
controller and predicted compensation mechanism in this paper has been demonstrated in the simulations.
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